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source_label
object_label
agent_contract
requested_route
requested_sink
sink_required_integrity
capability_grant
endorsement_status
delegation_chain
audit_requirement



mediates

mediates

mediates

mediates

Untrusted / triaged input · user prompt · RAG · tool output · memory · external agents

Trust Zone Classifier · assigns integrity label

Quarantined model · holds no capabilities · may see raw untrusted text

Typed, schema-validated channel

Endorsement Gate · only operation that raises integrity

Privileged model · holds capabilities · never sees raw untrusted text

High-integrity sinks · tool call · memory write · redistribution · trusted re-entry

MCP Policy Firewall · deterministic reference monitor · always invoked · tamper-resistant · verifiable

untrusted ⊑ triaged ⊑ admissible ⊑ trusted

triaged



endorsement (only upward operation — declared, constrained, audited)

untrusted

triaged

admissible

trusted



string

{recipient_email: "string"}



no direct route

no capability

Untrusted text

Low-capability model (no capabilities) Typed output Structural validation Endorsement

Privileged model / tool router

Sink

⇄
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Sink / ToolPrivileged model (holds capabilities)Endorsement GateQuarantined model (no capabilities)Trust Zone ClassifierMCP Policy Firewall (deterministic monitor)Untrusted source

Sink / ToolPrivileged model (holds capabilities)Endorsement GateQuarantined model (no capabilities)Trust Zone ClassifierMCP Policy Firewall (deterministic monitor)Untrusted source

complete mediation — nothing enters except through here

PROBABILISTIC gate — mislabel = label-soundness failure

conservative propagation: · derived output stays untrusted until endorsed

PROBABILISTIC gate — false-endorsement = residual-risk locus

alt [endorsement granted]

[endorsement refused]

deterministic check before any sink

result re-enters as a NEW source · and is classified again

alt [capability held AND minimum integrity met]

[check fails]

inbound message
�

classify source
�

label = untrusted / triaged
�

route untrusted content (Q can reach no sink)
�

typed, schema-validated output
�

request endorsement to admissible
�

raise label to admissible
�

reject
�

flow halted — no sink reached
�

deliver admissible typed data (P never sees raw untrusted text)
��

proposed action — invoke tool with args
��

invoke tool
��

result
��

denied (authority-reducing only)
��

untrusted

Residual integrity risk ≈ Σ_labels (false-labelling rate × authority of reachable sink)

+ Σ_gates (false-endorsement rate × authority of reachable sink)



⊆ ⊆



delegate · proof-carrying · firewall checks attenuation

delegate · proof-carrying · firewall checks attenuation

Agent A (origin) · caps = {read, write, send, delete} · reachable sinks = S_A

Agent B · caps(B) ⊆ caps(A) · sinks(B) ⊆ S_A

Agent C · caps(C) ⊆ caps(B) · sinks(C) ⊆ sinks(B)











contract_id: agent.payments.support.v1
agent: payments_support_agent
status: approved
sources:
- customer_ticket_text: untrusted
- payment_status_api: admissible

routes:
- customer_ticket_text �� low_capability_reasoner
- low_capability_reasoner �� structured_ticket_summary
- structured_ticket_summary �� endorsement_gate.ticket_summary

sinks:
- payment_status_lookup:

required_integrity: admissible
capability: read_payment_status

- customer_email_reply:
required_integrity: admissible
capability: send_customer_message

forbidden:
- raw_customer_text �� payment_status_lookup
- raw_customer_text �� customer_email_reply
- low_capability_reasoner �� send_customer_message

endorsement_gates:
- ticket_summary:

methods:
- schema_validation
- pii_check
- human_review_if_high_risk

logging:
- route_decision
- endorsement_event
- sink_invocation
- denial_event
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